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Essential to care™




AGENDA

New Approaches to Security
Chaos Engineering
Continuous Learning
Security Chaos Engineering
Getting Started with Applied Security
Resilience Engineering & Security
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THE DESIGN-ORIENTED
MINDSET IS OLD-SCHOOL



0Oh yeah...
Forgot about these!

Service A Service B Service C




= Tne only way fo

Compex sysiei
fo inferact with "

—-Dave Snowden



A New
APPROACH
76 LEARNING




CONTINVOVS LEARNING




COoNTINVOVS
FIXING =
CoNTINVOYS
LearNiNG
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ZNSTRUMENTING
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THIS IS A TEST.
THIS STATION IS CONDUCTING
A TEST OF THE EMERGENCY

BROADCAST SYSTEM.
THIS IS ONLY A TEST.



CHAOS

ENGINEERING
6 about establshing order from Chdos




SECURITY

CHAOS
ENGCINEERING




Hope s Not
an Effective Strafegy

T worked in Star Wars but it
won't wark here”



"VWDERSTAND YOUR SYSTEM AMD
WHERE ITS SECURITY GAPLS ARE
BEFORE AN ADVERSARY DOES”




WE OF TEN MISREMEMBER WHAT OUR
SYSTEMS REALLY ARE AND AS A
RESULT THE OPFORTUNITY FOR
ACCIDENTS + MISTAKES INCREASES




CoNTINVOVS




REDUCE VWNCERTRINTY BY

BUILDING CONFIDENCE
IV HOW THE SYSTEM
ACTYALLY RINCTIONS







Use CASES

o JNCIDENT RESPONSE

o SECWRITY CONTROL
VALIDATION

o SECWRITY
OBSERVABILITY

o COMPLIANCE
MONITORING




LNCIDENT
RESPONSE

"BESPONSE” IS THE PROBLEM
WITH INCIDENT RESPONSE.




SECVRITY INCIDENTS ARE SUBJTECTIVE

No matfer now much we prepore..
We really don't know very much

WHERE? Wny? Wwhno?
How? WHAT?



(P THE MODEL

POST MORTEM = PREPARATION



Slingr

-



Firewall? ,4'\‘< 1 'H K HE ll>

Q Config  Log Alert IR Wait
Mgmt? data? SOC? Triage

Misconfigured
Port Injection

Hypothesis: If someone accidentally or
maliciously infroduced a misconfigured
port then we would immediately detect,

block, and alert on the event.







Step 5
Document any
non-compliance in Risk

Register
THE
CARDINAL HEALTH
CVV Process
Step 4 Step 2
Create a dashboard Establish benchmarks
to illustrate real-time to measure compliance
compliance . ‘
Step 3

Implement continuous checks to
validate benchmarks



OETNING STARTED
With
SECVRITY CHAOS
ENGINEERING



O'REILLY

Security

Chaos
LATER Engineering

Continuous Security Verification in Practice
THIS YEAR...
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Aaron Rinehart
& Kelly Shortridge




Firewall? ,4'\‘< 1 'H K HE ll>

Q Config  Log Alert IR Wait
Mgmt? data? SOC? Triage

Misconfigured
Port Injection

Hypothesis: If someone accidentally or
maliciously infroduced a misconfigured
port then we would immediately detect,

block, and alert on the event.




Firewall? 1\‘ 0 ' 4 (X l>

Config  Log Alert IR
Mgmt? data? SOC? Triage
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Test Opportunities

Misconfigured
Port Injection

Hypothesis: If someone accidentally or
maliciously infroduced a misconfigured
port then we would immediately detect,

block, and alert on the event.




SECVRITY +
RESILIENCE SHALL HE PLAY A GAME?
ENGINEERING




THE CASE FOR
SECURITY CHAOS ENGINEERING






